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Resumen

Presentamos GSKIT, un lenguaje de dominio especifico (DSL) implementado en Python
para la construccion de pruebas de Groth-Sahai. Las pruebas de Groth-Sahai son pruebas
de conocimiento cero complejas, utilizadas en diversas aplicaciones criptograficas, cuya con-
struccion manual es laboriosa, de bajo nivel y propensa a errores, ya que queda fuertemente
acoplada a las primitivas de emparejamientos bilineales subyacentes. GSKIT provee un marco
de trabajo para definir estas pruebas con una probabilidad minima de error.

El DSL permite al desarrollador especificar las variables, constantes y ecuaciones de
la prueba de manera declarativa, abstrayendo la complejidad matemaéatica. Mediante una
gramatica estructurada y verificacion de tipos, GSKIT garantiza que las pruebas estén bien
formadas y sean validas antes de ser construidas, trasladando una clase de errores desde
el tiempo de ejecucién al tiempo de especificacion. A partir de una tnica especificacion,
el marco genera automaticamente tanto el cédigo de generacién de la prueba como el de
verificacién.

Evaluamos el marco mediante dos casos de estudio de complejidad creciente: el esquema
de firmas BLS y el esquema de firmas basadas en atributos con enlazabilidad controlada por
el usuario (ABS-UCL). Este ultimo, al estar compuesto por varios subprotocolos que inter-
actuan entre si, permite comparar la implementacién modular obtenida con GSKIT frente a
una implementacién manual previa del mismo esquema construida directamente sobre una
biblioteca de bajo nivel. La comparaciéon muestra que el enfoque modular elimina la con-
struccion de ecuaciones duplicada y mantenida a mano que caracteriza a las implementaciones
manuales, reemplazandola por una unica descripcion declarativa de cada subprotocolo. De
este modo, GSKIT hace que las pruebas de Groth-Sahai sean més accesibles para los desarrol-
ladores, reduciendo el esfuerzo y la superficie de error de su implementacion sin comprometer
sus garantias de seguridad criptografica.



Abstract

We introduce GSKIT, a Domain Specific Language (DSL) implemented in Python for con-
structing Groth-Sahai proofs. Groth-Sahai proofs are complex zero-knowledge proofs used
in a wide range of cryptographic applications, whose manual construction is laborious, low-
level, and error-prone, since it is tightly coupled to the underlying bilinear pairing primitives.
GSKIT provides a framework to define these proofs with a minimal probability of error.

The DSL allows developers to specify the variables, constants, and equations of the proof
in a declarative way, abstracting away the mathematical complexity. Through a structured
grammar and type checking, GSKIT ensures that proofs are well-formed and valid before
they are constructed, moving a class of errors from run time to specification time. From a
single specification, the framework automatically generates both the proof-generation code
and the verification code.

We evaluate the framework on two case studies of increasing complexity: the BLS signa-
ture scheme and the attribute-based signature scheme with user-controlled linkability (ABS-
UCL). The latter, being composed of several interacting sub-protocols, allows us to compare
the modular implementation obtained with GSKIT against a prior manual implementation
of the same scheme built directly on a low-level library. The comparison shows that the
modular approach eliminates the duplicated, hand-maintained equation construction that
characterizes manual implementations, replacing it with a single declarative description of
each sub-protocol. In this way, GSKIT makes Groth-Sahai proofs more accessible to devel-
opers, reducing the effort and error surface of their implementation without compromising
their cryptographic security guarantees.
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Chapter 1

Introduction

In this chapter, we introduce the fundamental motivations and challenges that inspire this
work, provide a background on the Groth-Sahai proof system [17] and its significance in
cryptographic protocols, outline the specific problems addressed, and present the key contri-
butions of this thesis.

1.1 Motivation

Cryptography plays a critical role in securing information in today’s digital landscape, pro-
tecting data integrity, confidentiality, and authenticity across various applications. From
securing financial transactions and personal communications to enabling complex systems
such as voting and identity verification, cryptographic protocols provide the foundation for
trusted interactions in untrusted environments. At the heart of these protocols are mathe-
matical structures that allow secure operations on encrypted data, enabling systems where
sensitive information can be processed without exposing it to unauthorized parties.

One of the prominent advancements in cryptographic mathematical structures involves
bilinear pairings, particularly on elliptic curves, which have empowered a new class of cryp-
tographic schemes. Bilinear pairings allow for complex mathematical operations, enabling
the construction of advanced protocols like non-interactive zero-knowledge (NIZK) proofs
and attribute-based encryption. Such pairings allow multiple cryptographic operations to
interact, making them especially useful in applications that require verifiable computations
and privacy-preserving proofs.

Zero-knowledge proofs are a cryptographic technique that enables one party, the prover,
to convince another party, the verifier, of the truth of a statement without revealing any
information beyond the fact that the statement is true. These proofs ensure privacy by
keeping sensitive data concealed while still allowing verification. Related to this concept,
non-interactive witness indistinguishability (NIWI) provides a different privacy guarantee:
NIWT ensures that a verifier cannot distinguish which witness was used to construct a proof
among multiple valid witnesses, adding a layer of anonymity. While zero-knowledge is a



stronger property that implies witness indistinguishability, NIWI proofs can be more efficient
and are valuable in scenarios where multiple valid witnesses exist.

| know a secret.

Challenge

Response
Na-

No idea about the
secret but Alice
should know it.

Figure 1.1: Basic structure of a Zero-Knowledge Proof

The Groth-Sahai proof system is a notable application of bilinear pairings, enabling effi-
cient and versatile non-interactive proofs for a range of cryptographic protocols. Introduced
by Jens Groth and Amit Sahai, this system offers a dual-mode operation: depending on
the common reference string used, it can provide either Non-Interactive Zero-Knowledge
(NIZK) or Non-Interactive Witness Indistinguishable (NIWT) proofs. This flexibility allows
the system to construct proofs that verify complex statements about encrypted data while
providing different privacy guarantees based on the application’s requirements. Groth-Sahai
proofs have gained prominence due to their efficiency and flexibility, allowing cryptographic
protocols to achieve strong security guarantees with minimal computational overhead. As
a result, they have become valuable tools in privacy-sensitive applications, including digital
credentials, anonymous communication networks, and identity management.

Despite their potential, however, constructing Groth-Sahai proofs remains challenging.
These proofs require careful attention to the underlying cryptographic primitives, bilinear
group settings, and the structure of proof statements. For many researchers and developers,
this complexity presents a barrier, as the current methods for building Groth-Sahai proofs
demand deep expertise and are highly manual. Errors in constructing proofs can lead to
implementation flaws, affecting both efficiency and security.

This complexity and the lack of high-level tooling have limited the broader adoption of
Groth-Sahai proofs in real-world systems. Therefore, the development of a Domain-Specific
Language (DSL) tailored to Groth-Sahai proofs could address these challenges by providing
a simplified interface for proof construction. Such a DSL would abstract the intricate details,
enabling cryptographers to work with high-level constructs that intuitively express their
requirements, without compromising on efficiency or correctness.



The potential applications of Groth-Sahai proofs extend beyond traditional cryptographic
protocols into practical real-world scenarios where privacy and authentication must coexist.
A particularly compelling use case emerges in the realm of online communication and digital
forums, where privacy and authentication present seemingly conflicting requirements. Users
often need to maintain anonymity while simultaneously proving they possess certain at-
tributes or credentials that qualify them to participate in specific discussions. This challenge
is particularly relevant in sensitive forums where participants need to verify their expertise,
role, or authority without revealing their identity.

Attribute-Based Signatures (ABS) [20] offer an elegant solution to this dilemma by lever-
aging the power of zero-knowledge proofs and bilinear pairings. ABS allows users to sign
messages while proving they possess certain attributes, without revealing which specific at-
tributes were used or their identity. For instance, in a medical discussion forum, a doctor
could prove they have valid medical credentials without exposing their personal information
or specific specialization. This capability is crucial for fostering open dialogue in professional
communities while maintaining privacy and preventing potential harassment or bias based
on personal information.

The implementation of such attribute-based signature schemes often relies on complex
cryptographic constructions, where Groth-Sahai proofs play a vital role. These proofs enable
the verification of attribute credentials and signature validity while maintaining the non-
interactive and zero-knowledge properties essential for practical anonymous forum applica-
tions. However, the intricate nature of implementing these proofs correctly within an ABS
system further emphasizes the need for high-level tools and abstractions that can simplify
their construction and integration, reinforcing the importance of developing more accessible
frameworks for working with Groth-Sahai proofs.

Building upon this concept, Attribute-Based Signatures with User-Controlled Linkability
(ABS-UCL) [14][15] represent an advanced extension that provides users with even greater
control over their privacy. In ABS-UCL schemes, users not only prove possession of attributes
but also maintain control over the linkability of their signatures. This means users can choose
whether different signatures they create should be linkable to each other, providing a balanced
approach between privacy and accountability.

For instance, in a medical forum discussion, a doctor might want to maintain consistent
identity across a single thread while remaining unlinkable across different discussions. ABS-
UCL enables this by allowing the signer to include a linking token that they control. When
the same linking token is used, signatures become linkable, but only if the signer chooses
to do so. This feature is particularly valuable in scenarios where temporary consistency of
identity is desired without compromising long-term privacy.

The implementation of ABS-UCL heavily relies on Groth-Sahai proofs [15] to demonstrate
the validity of attributes and linking tokens while maintaining zero-knowledge properties.
These proofs ensure that verifiers can confirm the authenticity of signatures and check linka-
bility when authorized, without learning the signer’s identity or specific attributes. However,
the complexity of correctly implementing these proofs within an ABS-UCL system further
emphasizes the need for sophisticated tools that can simplify their construction and integra-
tion.



1.2 Problem

The Groth-Sahai proof system is an efficient and versatile tool for creating non-interactive
zero-knowledge (NIZK) proofs in bilinear groups. Despite its utility in cryptographic proto-
cols, constructing these proofs requires significant expertise and manual effort. Researchers
and developers often struggle with writing correct and efficient proof statements, which in-
creases the risk of errors and implementation inefficiencies.

Currently, there is no user-friendly, high-level tool that abstracts the complexities of cre-
ating Groth-Sahai proofs, forcing cryptographers to write proofs at a low level that is tightly
coupled with the underlying cryptographic primitives. This situation poses a significant
barrier for adoption in real-world cryptographic systems.

Thus, there is a need for a DSL (Domain-Specific Language) that simplifies the process of
constructing Groth-Sahai proofs, enabling developers to express these proofs more intuitively
while maintaining efficiency and correctness.

This need becomes particularly evident in complex cryptographic schemes such as Attribute-
Based Signatures with User-Controlled Linkability (ABS-UCL). These schemes require mul-
tiple intricate Groth-Sahai proofs to demonstrate attribute possession, signature validity,
and controlled linkability, while maintaining zero-knowledge properties. The implementation
of such proofs in ABS-UCL systems is currently error-prone and time-consuming, requir-
ing developers to manually handle complex mathematical relationships and cryptographic
commitments. A high-level DSL would significantly reduce the complexity of implementing
these proofs, making advanced privacy-preserving systems more accessible to developers and
researchers.

1.3 Hypothesis

A Domain-Specific Language (DSL) specifically designed for constructing Groth-Sahai proofs
can significantly reduce the complexity and time required for developing non-interactive zero-
knowledge (NIZK) proofs in cryptographic protocols. By abstracting the low-level details of
proof construction, this DSL will enable developers and cryptographers to create accurate
and efficient Groth-Sahai proofs without requiring extensive expertise in the underlying cryp-
tographic primitives. This, in turn, will facilitate broader adoption of Groth-Sahai proofs in
practical applications by lowering the barrier to entry and reducing the potential for errors
in implementation.

1.4 Contribution

The main contributions of this work are:

1. A Domain-Specific Language (DSL) designed specifically for constructing general-purpose

4



Groth-Sahai proofs, featuring:

e An intuitive and high-level syntax for expressing proof statements
e Automatic handling of commitment schemes and pairing operations
e Type-safety and validation mechanisms to prevent common errors
2. A comprehensive framework that facilitates the integration of Groth-Sahai proofs into
existing cryptographic protocols, providing:
e A modular architecture for easy integration with existing systems
e An extensible API for defining custom proof statements

e Tools for proof generation and verification
3. A practical implementation and evaluation of the DSL through:

e Implementation of real-world use cases, including BLS and ABS-UCL

e Performance benchmarks comparing manual implementations versus DSL-based
solutions

e Analysis of the reduction in implementation complexity and potential error sources

These contributions collectively address the challenges in implementing Groth-Sahai proofs
by providing a more accessible and reliable approach to proof construction while maintaining
the efficiency and security properties of the underlying cryptographic primitives.

Input

Output
-gs o gSKlt Framework (Proof) —p Complled Verify """ > ‘. -json
Json »%~—Jf’
Input Output
gson ¥ gsKit Framework (Verify) =~ ———»  Compiled Proof - »  True or False
.gs »%-J*

Figure 1.2: Overview of the DSL framework workflow: from input files (‘.gs‘ and ‘.json‘)
through parsing and type checking, to automatic generation of proof and verification code.
The framework handles the complete pipeline from high-level specification to executable
Python code for Groth-Sahai proofs.



Figure 1.2 illustrates the overall architecture and workflow of our DSL framework. The
system takes as input high-level specification files (‘.gs‘ files containing proof equations and
‘.json‘ files with CRS, constants, and witness definitions). The parser processes these inputs
and performs type checking and validation, generating the necessary mathematical structures
for proof construction. The framework then automatically generates Python code for both
proof generation and verification, handling all the low-level cryptographic details such as
commitment schemes, pairing operations, and proof elements. This end-to-end automation
significantly reduces the complexity and potential for errors compared to manual implemen-
tation.



Chapter 2

Background

The field of cryptography has become foundational to modern secure communication sys-
tems, enabling trust and privacy in a world increasingly driven by digital interactions. This
chapter provides an overview of essential cryptographic concepts and techniques that serve
as building blocks for the advanced mechanisms discussed later in this thesis. Beginning with
the fundamental principles of cryptography and its evolution into a computational science,
the discussion progresses to pairing-based cryptography, a critical component in constructing
sophisticated cryptographic protocols. Additionally, key concepts such as digital signatures,
zero-knowledge proofs, and Groth-Sahai frameworks are introduced, offering a comprehensive
understanding of the theoretical underpinnings essential for the development and application
of the proposed framework. This background establishes a clear context for the reader,
bridging foundational knowledge and specialized topics explored in subsequent chapters.

2.1 Cryptography

Cryptography, historically, was the art of concealing information by transforming it into an
unintelligible format that could only be understood by those possessing a specific “secret
key.” This practice allowed sensitive information to be hidden from adversaries, preserving
its confidentiality even if intercepted.

Modern cryptography has evolved into a rigorous scientific discipline focused on address-
ing a broad range of information security challenges. At its core, cryptography provides
solutions to several fundamental objectives, like Confidentiality (Ensuring that informa-
tion remains private and accessible only to authorized parties), Integrity (Verifying that
data has not been tampered with or altered during transmission or storage), Authenticity
(Confirming the identity of the sender or recipient of a message, ensuring that they are who
they claim to be), Non-repudiation (Preventing parties from denying their involvement in
a transaction or communication), etc.



2.1.1 Computational Security

The security of a cryptographic design relies on the system should be, if not mathematically,
indecipherable. In other words, Security is only preserved against efficient adversaries and
adversaries can potentially succeed with some very small probability.

Using a asymptotic approach, we say that an efficient adversary is an algorithm that
runs in polynomial time in the security parameter A (a - c¢*) and small probability of success
is a smaller probability than any inverse-polynomial in A (A~¢). A function that grows slower
than any inverse polynomial is called negligible.

2.2 Pairing-based Cryptography

Definition 2.1 Consider three groups G1, Gy and G of prime order p. Let g1, go generators
of G1 and Gy respectively. A bilinear pairing is a map e : Gy X Gy — G such that:

e Bilinearity: Ya,b € Z, : e (|a)gi, [b]g2) = € (g1, 92)"

e Non-Degeneracy: e (g1, g2) # lg,

e For practical purposes, e has to be efficiently computable.

Usually, the group that is used for bilinear pairing are based in Elliptic Curves.

There are three classes of bilinear maps:

1. Gy = Gy (symmetric pairing)

2. Gy # Gy but there is an efficiently computable homomorphism ® : Gy — G

3. G1 # Gy and there are no efficiently computable homomorphisms between G, and G,

In what follows, we will use the third class of bilinear maps, particularly the BN254 curve
implemented in [2].

The possible operations with additive notation (Z,, G; and G,) and multiplicative nota-
tion (Gr) are as follows:

Zp Gy G, Gr
add — Z,
Zp mul — Zp mul — Gl mul — GQ 1
Gy 1L add — G, | pair — Gr 1
G2 1 1 add — G2 1
Gr | pow — Gr 1 L mul — Gr




2.3 Digital Signatures

A Digital Signature Scheme consists of three algorithms:

e KEYGEN(1): takes as input a security parameter 1* and outputs for a signer, a pair
of a secret signing key and public verification key (sk, vk).

e SIGN(m,sk): takes as input a message m and the signer secret key sk, and outputs a
signature o.

e VERIFY(o,m,vk): outputs 1 if signature verifies correctly and 0 otherwise.

A signature scheme that we will use extensively in this thesis is the Boneh-Lynn-Shacham
(BLS) signature scheme [11]. The BLS signature scheme uses bilinear pairings to create
signatures. The scheme works as follows:

e KEYGEN(1"): Choose a random secret key sk < Z, and compute the verification key
as vk = sk - go where g5 is a generator of G

e SIGN(m,sk): Compute o = sk - H(m) where H is a hash function that maps messages
to elements in Gy

e VERIFY(o,m,vk): Check if e(a, go) = e(H(m), vk)

The security of BLS signatures relies on the computational Diffie-Hellman assumption
in bilinear groups and the random oracle model for the hash function H. The verification
equation makes use of the bilinear pairing e and forms a pairing product equation that will
be important when constructing zero-knowledge proofs about BLS signatures later in this
thesis.

2.4 Zero-Knowledge Proofs

Zero-Knowledge proofs are a general class of protocols between two parties, called the prover
P and the verifier V', which enable P to convince V' that a given statement is true without
revealing any additional information beyond the validity of the statement itself.

2.4.1 Non-interactive protocol

A non-interactive protocol is a type of Zero-Knowledge proof where the prover P can generate
a proof that can be verified by V' without requiring multiple rounds of communication. This
is often achieved using a common reference string (CRS), which both parties have access
to and use to produce and verify proofs. Non-interactive protocols are particularly useful in



settings where communication is constrained, or in applications like blockchain, where proving
authenticity without revealing private information is crucial. Notable examples include the
Fiat-Shamir heuristic [16], which transforms interactive proofs into non-interactive ones under
the assumption of a random oracle model.

2.4.2 Non-interactive Witness Indistinguishable Proofs (NIWIs)

Non-interactive Witness Indistinguishable Proofs (NIWIs) are a class of non-interactive proofs
in which the verifier V' cannot distinguish between different witnesses that the prover P might
use to establish the truth of a statement. In other words, given two possible witnesses that
satisfy the statement, the proof provided by P does not reveal any information about which
specific witness was used. NIWIs find applications in scenarios where multiple witnesses
are valid, and it is important to keep the actual witness hidden. They are also favored in
privacy-preserving applications, where anonymity is paramount, as in certain cryptographic
voting or anonymous credential systems.

It is important to note the relationship between Witness Indistinguishability (WI) and
Zero-Knowledge (ZK): while Zero-Knowledge is a stronger property that implies Witness
Indistinguishability, the converse is not true. That is, every Non-Interactive Zero-Knowledge
(NIZK) proof is also a NIWI, but NIWIs do not necessarily satisfy the Zero-Knowledge
property. A NIWI protocol guarantees that the verifier cannot determine which witness was
used among multiple valid witnesses, but it may still leak some information about the witness
itself. In contrast, a NIZK protocol ensures that no information beyond the validity of the
statement is revealed, which automatically implies witness indistinguishability.

2.5 Groth-Sahai Proofs

Groth-Sahai proofs[17] are a family of non-interactive proofs that leverage bilinear group
pairings to construct efficient and versatile proofs for certain equations. Groth-Sahai proofs
are celebrated for their efficiency and composability, enabling a wide range of applications
in cryptographic protocols. They are especially useful in protocols that require simultaneous
proofs of multiple statements or proofs of statements involving conjunctions or disjunctions
of variables, such as those found in Attribute-Based Signatures or Multi-party Computation
(MPC) settings.

In addition to witness indistinguishability, Groth-Sahai proofs also satisfy soundness: no
adversary, however powerful, should be able to produce a valid-looking proof for a false state-
ment. Groth-Sahai proofs achieve both properties through a dual-mode common reference
string. Under the SXDH assumption, the CRS can be sampled in a soundness mode, where
the commitments become perfectly binding and the proof system is perfectly sound, or in a
witness-indistinguishability mode, where the commitments become perfectly hiding and the
proof system is perfectly witness-indistinguishable. The two CRS distributions are compu-
tationally indistinguishable under SXDH, which is what allows the security proof to reason
about one mode while the real protocol runs in the other. Chapter 5 shows how GSKIT
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derives both CRS variants — the Soundness String Generation Algorithm and the Witness-
indistinguishability String Generation Algorithm — side by side with the underlying Python
implementation.

The equations that describes a Groth-Sahai proof are as follows:

With variables X € G}, Y € G}, & € Z7 and § € Z)'

Pairing Product Equation:

n

HeA,,yZ ﬁ@ XZ,BZ)ﬁﬁG Xl,y] %]_tT

=1 =1 =1 j=1

for constants A; € Gy, B; € Gy, tr € Gp, vij € Z,

Multi-Scalar Multiplication Equation in Gy:

ZyZA +Zb?€ —l—ZZ%]yJX T

=1 j5=1

for constants A;, 71 € Gy and b;,;; € Z,,

Multi-Scalar Multiplication Equation in G,:

z Zmzxmzz% nY =T

i=1 j=1

for constants B;, Ta € Gy and a;,vi; € Z,

Quadratic Equation:

ml/  nl
Z a;Y; + Z x;b; + Z Z YiiTiY; = t (mOd p)

=1 j5=1

for constants pas, b;, vij,t € Z,
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Chapter 3

Related Work

This chapter reviews related work in zero-knowledge proof systems, domain-specific languages
for cryptographic proofs, and tools for pairing-based cryptography. We position GSKIT
within this landscape, identifying the specific gap it addresses: a declarative DSL for Groth-
Sahai proof construction with modular composition capabilities.

3.1 Zero-Knowledge Proof DSLs and Circuit Compil-
ers

The past decade has seen significant development in domain-specific languages for zero-
knowledge proofs. However, these tools predominantly target circuit-based proof systems
(R1CS, PLONK, STARKS) rather than pairing-based equation systems like Groth-Sahai.

3.1.1 Circom

Circom [9] is the most widely adopted DSL for zero-knowledge circuit development, created
by Jordi Baylina and the iden3 team. Circom compiles circuit descriptions into R1CS (Rank-
1 Constraint System) representations, which can then be used with various proving backends
including Groth16 and PLONK.

Circom has been used in prominent real-world applications such as Tornado Cash (privacy-
preserving transactions) and Dark Forest (on-chain game with hidden information). Its
success stems from optimized WebAssembly proof generation for browsers and efficient on-
chain verification.

However, Circom operates at the constraint level, requiring developers to think in terms
of arithmetic circuits. This abstraction is poorly suited for pairing-based protocols where the
natural representation is bilinear equations over group elements, not arithmetic constraints
over field elements.
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3.1.2 ZoKrates

ZoKrates [13] was one of the first tools to provide a high-level language for zkSNARK devel-
opment, presented at IEEE S&P 2018. It offers a Python-like syntax that compiles to R1CS
constraints and supports multiple backends.

Like Circom, ZoKrates targets the circuit paradigm. While it provides higher-level ab-
stractions than Circom, it still requires expressing computations as arithmetic circuits, mak-
ing it unsuitable for direct specification of pairing product equations.

3.1.3 Noir

Noir [6], developed by Aztec, takes a Rust-inspired approach to zero-knowledge programming.
Its key innovation is compilation to ACIR (Abstract Circuit Intermediate Representation),
which can be further compiled to different backend proof systems.

Benchmarks show Noir’s UltraPlonk backend achieving over 30x speedup compared to
Circom’s PLONK for large circuits like SHA-256 [26]. However, Noir remains circuit-focused
and does not provide native support for pairing operations or bilinear group equations.

3.1.4 Cairo

Cairo [22] is the language underlying StarkNet and StarkEx, enabling STARK-proven gen-
eral computation. It has powered applications including dYdX, Sorare, and Immutable X,
processing significant transaction volumes on Ethereum.

Cairo 1.0 introduced mainstream language features that improved developer accessibility.
However, Cairo targets STARKS, which are based on different mathematical foundations (al-
gebraic intermediate representations) than Groth-Sahai proofs (bilinear groups and pairings).

3.1.5 Leo

Leo [3] is the primary language for the Aleo blockchain, a privacy-focused smart contract
platform. It compiles to R1CS constraints for Aleo’s zkSNARK system.

3.1.6 Summary of Circuit-Based DSLs

The key observation is that all mainstream ZK DSLs compile to constraint systems designed
for general-purpose computation. None provide direct support for the bilinear equation sys-
tems that arise naturally in pairing-based cryptography. This forces developers implementing
pairing-based protocols to either work at a very low level or translate their natural equation
representations into circuit constraints, losing clarity and introducing potential errors.
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Tool Target Proof System Abstraction Level
Circom | R1CS Groth16, PLONK | Low (constraints)
ZoKrates | R1CS Groth16, GM17 Medium (programs)
Noir ACIR UltraPlonk, others | High (Rust-like)
Cairo AIR STARKSs High (programs)
Leo R1CS Marlin Medium (programs)
GSKiIT | Bilinear equations | Groth-Sahai High (equations)

Table 3.1: Comparison of zero-knowledge proof DSLs

3.2 Groth-Sahai Proof Implementations

Several implementations of the Groth-Sahai proof system exist, but they provide low-level
APIs rather than declarative specification languages.

3.2.1 groth-sahai-rs (Rust)

The groth-sahai-rs library [25] provides a Rust implementation of the Groth-Sahai proof
system built on the arkworks ecosystem. It supports witness-indistinguishable and zero-
knowledge proofs for satisfiability of equations over bilinear groups.

Key characteristics:

Requires the SXDH assumption and Type-III pairings

Uses arkworks for elliptic curve arithmetic (e.g., BLS12-381)

Provides programmatic API, not a declarative language

Explicitly marked as academic proof-of-concept, not production-ready

While groth-sahai-rs offers efficient Rust implementations, developers must manually
construct equation structures, manage variable/constant classifications, and handle proof
composition programmatically.

3.2.2 groth-sahai-python (Python)

The groth-sahai-python library [24] is a reference implementation using the py_ecc library
for elliptic curve operations. It serves primarily as an educational resource and prototype
implementation.

This library demonstrates that Python can be used for Groth-Sahai proofs, but it provides
only low-level functions without any abstraction for specifying proof equations declaratively.
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3.2.3 groth-sahai (Java)

An experimental Java implementation [23] of the Groth-Sahai NIZK protocol exists, though
it is explicitly marked as unsuitable for production use.

3.2.4 Gap in Existing Implementations

All existing Groth-Sahai implementations share a common limitation: they provide program-
matic APIs that require developers to manually:

1. Classify variables as witnesses or public inputs

2. Determine equation types (PPE, MS1, MS2, QE)

3. Construct commitment and proof structures

4. Manage variable naming across composed proofs

This manual process is error-prone and does not scale well to complex protocols involving
multiple sub-proofs, such as attribute-based signatures with policy predicates.

3.3 Formal Verification Tools for Cryptography

Several tools focus on formal verification of cryptographic protocols, providing strong se-
curity guarantees but requiring significant expertise and not directly generating executable
implementations.

3.3.1 EasyCrypt

EasyCrypt [7] is an SMT-based verification framework for constructing and verifying game-
based cryptographic security proofs. It uses a probabilistic programming language to express
security games and adversary interactions.

EasyCrypt has been used to verify security proofs for schemes including OAEP encryption
and various signature schemes. Recent work has connected EasyCrypt with the Jasmin
language for verifying low-level cryptographic implementations [18].

However, EasyCrypt focuses on proving security of protocols rather than generating im-
plementations. A cryptographer using EasyCrypt still needs to implement the protocol sep-
arately.
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3.3.2 CertiCrypt and SSProve

CertiCrypt [8] embeds cryptographic verification in the Coq theorem prover, enabling machine-
checked security proofs. The more recent SSProve framework [1] provides foundational veri-
fication for modular cryptographic proofs.

These tools are complementary to our work: GSKIT could potentially be connected to
such verification frameworks to provide formally verified proof generation, but this is left for
future work.

3.3.3 Hacspec

Hacspec [10] is a specification language for cryptographic primitives designed to be readable,
executable, and compilable to formal verification backends (F*, Coq, EasyCrypt).

Hacspec focuses on specifying algorithms (e.g., AES, ChaCha20) rather than proof sys-
tems. While valuable for cryptographic primitive specification, it does not address the specific
challenges of zero-knowledge proof construction.

3.4 Pairing-Based Cryptography Libraries

GSKIT builds upon existing pairing cryptography libraries, particularly Charm-Crypto.

3.4.1 Charm-Crypto

Charm [2] is a Python framework for rapidly prototyping advanced cryptosystems. It uses a
hybrid design with performance-intensive operations in native C modules while cryptosystems
are written in high-level Python.

Charm supports multiple mathematical backends including PBC, MIRACL, and RELIC,
allowing performance comparison across libraries. It provides abstractions for integer groups,
elliptic curve groups, and pairing groups.

GSKIT uses Charm-Crypto as its default backend for pairing operations, benefiting from
its mature implementation while adding a declarative layer for Groth-Sahai proof specifica-
tion.

3.4.2 arkworks

The arkworks ecosystem [5] provides Rust libraries for zkSNARK development, including ef-
ficient implementations of pairing-friendly curves (BLS12-381, BN254) and finite field arith-
metic.
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While arkworks is primarily designed for circuit-based SNARKS, the groth-sahai-rs
library demonstrates that it can support Groth-Sahai proofs. A future version of GSKIT
could target arkworks as an alternative backend for improved performance.

3.4.3 PBC and RELIC

The PBC (Pairing-Based Cryptography) library [19] from Stanford was designed specifically
for pairing-based protocols and remains widely used despite not offering state-of-the-art per-
formance.

RELIC [4] is a more recent library built for speed and portability, with optimizations for
pairing operations. Charm-Crypto can use RELIC as a backend, providing a path for GSKIT
to benefit from these optimizations.

3.5 Interoperability Standards

3.5.1 zklInterface

zkInterface [21] is a protocol for interoperability between zero-knowledge proof frameworks,
developed through the ZKProof community. It specifies formats for communicating con-
straint systems and variable assignments between frontends (compilers) and backends (provers/verifiers).

zkInterface focuses on R1CS-style constraint systems and does not currently support
pairing-based equation systems. However, its design philosophy of separating frontend spec-
ification from backend implementation aligns with GSKIT’s architecture, where the DSL
specification is independent of the underlying pairing library.

3.6 Positioning GSKit

GSKiIT addresses a specific gap in the landscape of zero-knowledge proof tools:

1. Declarative specification: Unlike programmatic APIs (groth-sahai-rs, groth-sahai-python)
GSKiIT allows specifying proof equations in a declarative DSL that closely matches
mathematical notation.

2. Native pairing support: Unlike circuit compilers (Circom, Noir, ZoKrates), GSKIT
directly supports bilinear equations over Gi, Gs, Gr, and Z, without requiring transla-
tion to arithmetic constraints.

3. Automatic type inference: The DSL automatically determines equation types (PPE,
MS1, MS2, QE) and variable classifications based on how they appear in equations.
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4. Modular composition: The GSContext mechanism enables combining multiple proof
components with automatic variable renaming and conflict detection, essential for com-
plex protocols like attribute-based signatures.

5. Code generation: Unlike formal verification tools (EasyCrypt, CertiCrypt), GSKIT
generates executable proof and verification code, bridging specification and implemen-
tation.

The key insight is that Groth-Sahai proofs remain valuable for pairing-based protocols
because they provide a “natural and direct way to prove statements that arise in pairing-
based cryptography, without having to first compile the statement to a circuit” [12]. GSKiT
makes this natural representation accessible through a high-level DSL while handling the
complex details of proof construction automatically.
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Chapter 4

DSL for Groth-Sahai proofs

Domain Specific Languages (DSLs) play a crucial role in modern software development by
providing specialized syntax and semantics tailored to specific problem domains. In the
context of cryptographic protocols, and particularly for zero-knowledge proof systems like
Groth-Sahai proofs, a well-designed DSL can significantly reduce complexity and potential
errors while improving readability and maintainability.

The construction of Groth-Sahai proofs involves intricate mathematical operations over
bilinear groups and requires careful handling of various equation types including pairing
product equations, multi-scalar multiplication equations, and quadratic equations. Without
proper abstraction, implementing these proofs can be error-prone and time-consuming, even
for experienced cryptographers. Moreover, verifying the correctness of such implementations
becomes increasingly challenging as the complexity of the proof system grows.

Our DSL addresses these challenges by providing:

e Type Safety: Static typing ensures that mathematical operations are valid and con-
sistent with the underlying algebraic structures.

e Abstraction: High-level representations of complex mathematical concepts that hide
implementation details while preserving semantic clarity.

e Composability: The ability to construct complex proofs from simpler components in
a modular and reusable way.

e Verification: Built-in validation mechanisms that catch common errors at compile-
time rather than runtime.

In this chapter, we introduce a novel Domain Specific Language (DSL) designed specif-
ically for constructing Groth-Sahai proofs, enhancing both usability and efficiency in cryp-
tographic applications. This DSL provides a high-level abstraction that simplifies the repre-
sentation and manipulation of complex mathematical structures inherent in the Groth-Sahai
proof system. By incorporating intuitive syntax and robust semantic features, our DSL
enables humans and machines® to articulate proof constructions with greater clarity and
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fewer errors. Furthermore, the language integrates optimization techniques that facilitate
the generation of more efficient proof artifacts, ultimately advancing the state of the art in
zero-knowledge proof systems. Through illustrative examples and comparative analysis, we
demonstrate the advantages of our DSL in streamlining the proof development process and
improving overall performance.

4.1 Grammar

(Values) v ::= ZpElement string repr.
| GlElement string repr.
| G2Element string repr.
| GTElement string repr.
(Types) T = 17p Z, element type
| G1 G element type
| G2 G element type
| GT Gr element type
(Declaration) d ::= NAME : 7 type annotation

(MulTerm)  m ::= NAME % NAME
’ NAME * NAME * NAME

(Equation) e ::=m [+ m|* = NAME

(Specs) o 1= variables: variables block
dy...d,

| constants: constants block
dy...d,

| equations: equations block
€1...€6L

4.2 Typing Rules

1. We initialize the environment I' from variable and constant declarations. For each
declaration in the variables and constants blocks, we add the corresponding type to the
environment. Each NAME must be unique (no duplicates).

O 4oy variables: decl; .. .decl, ~ T,
[, Fgea constants: decl]...decl,, ~T

2. We improve the environment by iterating over each equation and assigning for every
Var [ZP] in the environment I' to Var, [ZP] or Var, [ZP].

F'kge~sTY
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3. We distribute each NAME in the I environment to differentiated environment for each
type Var [G1], Var[G2], Var, [ZP], Var, [ZP] and Const[_].

ext(I"; 0; 0;0;0;0) ~ X;Y;2;9;C
4. Finally, we elaborate on each equation by creating the vectors a and b along with a

matrix 7.
X;Y5a;y;,C e e~ a0,y

4.2.1 Variable Declaration Typing
(NEW VARIABLE)

p ¢ dom(T") T € {ZP,G1,G2}
IChgeqp:7:Tp— Var[7]]

Rule NEW VARIABLE type-checks a single declaration p : 7: it requires p to be fresh in I"
and 7 € {ZP,G1, G2}, extending the environment by mapping p to Var [7] — an uncommitted
witness variable of that type.

(ALL VARIABLES)
I' Fgea decly : T I'1 Fgea declsy . . . decl,, : T,

I' Fgeq decly .. . decl,, - T,

Rule ALL VARIABLES sequences a list of declarations by threading the environment left-
to-right: decl; is checked in T" yielding I';, then the remaining decls . .. decl,, are checked in
I';, accumulating into I,.

4.2.2 Constant Declaration Typing

(NEw CONSTANT)
c¢ dom(I') 7€ {ZP,G1,G2,GT}
['Fgee ¢ : 7 : Tc— Const [7]]

Rule NEW CONSTANT mirrors NEW VARIABLE: a fresh name ¢ with type 7 € {ZP,G1, G2, GT}
is added to I' as Const [7], distinguishing it from witness variables. Note that GT is permitted
here but not for variables.

(ALL CONSTANTS)
I Fea deda I I'1 Faec declg o decl;n i
[ Fgeq decly ... decl), : Ty,

Rule ALL CONSTANTS sequences a list of constant declarations in the same left-to-right
threading as ALL VARIABLES, producing the final environment I',,,.
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4.2.3 Equation Typing

These rules propagate the role of Z, variables — x-side or y-side — based on the position
they occupy within products.

(TP)
I'(p) = Vary[ZP] d e {z, 1}
'k, p:T[p+— Var, [ZP]]

Rule TP promotes p to Var, [ZP] when it appears on the left of a product and currently
has an undecided or z-compatible Z, type.

(Tp-Ski1p)
I'(p) # Var,[ZP]
'F,p:T

Rule TP-SKIP leaves I' unchanged when p is not of that kind.

(TQ-SKIP)
['(q) # Var,[ZP]
I'Fyq:T

The symmetric rule TQ-SKIP handles the right-hand factor ¢ analogously when ¢ is not
a 2, variable.

(PAIR)
Phpp:I, Tpbyq:Ty
I'Fppxq:T,

Rule PAIR composes both: it applies -, to p and -, to ¢ in sequence, classifying each
factor in a single multiplication term.

(SINGLE)
Dhpp*xqg: TV
Charlpxqg: T

At the equation level, SINGLE lifts a single checked term [rk]p % ¢ into the equation
judgment.
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(EXTEND)
!

[ha Z[m*]pi xq: " T'hkppxq:T”
i=0

I
g Z[%’*]pi i+ [relpx g T
i=0

EXTEND folds each subsequent term into the accumulated environment by threading it
through PAIR.

4.2.4 Variable extraction

The function ext partitions the refined environment I into five disjoint collections: X collects
G variables, Y collects Gy variables,  collects Var, [ZP] scalars, y collects Var, [ZP] scalars,
and C collects all constants. Its signature is:

ext : I XY ay,C — XY x;y,C
ext (0 X; Y z;y: 1Y) ~ X; Yy C
The base case, when I' is empty, returns the five accumulated sets.

ext ([, p: Var[G1]; X; Y 2;4;C) ~ ext (T; X, p; Y 2593 C)

This case consumes a G; binding p from I', appends it to X, and recurses.

ext (I, ¢ : Var [G2]; X; Y25 4;C) ~ ext (I X3 Y, ¢; 2 ; C)

This case consumes a Gs binding ¢ from I', appends it to Y, and recurses.

ext (I',p: Var,[ZP]; X;Y;x;y;C) ~ ext (I'; X; Y 2, p; y; C)

This case consumes a Var, [ZP] binding p from I', appends it to x, and recurses.

ext (I',q : Var, [ZP]; X;Y; z;y;C) ~ ext (I X; Y 25y, ¢; C)

This case consumes a Var, [ZP] binding ¢ from I', appends it to y, and recurses.

ext (I',c: Const[.1; X;Y;z;y;C) ~ ext (I; X; Y 2;y;C, 0)
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This case consumes a constant binding ¢ from I', appends it to C, and recurses.

4.2.5 Typecheck

Before presenting the typing rules for equations, we introduce two auxiliary operations used
throughout this section. The merge operator Y combines two sparse structures — vectors
or matrices whose entries are each either | (undetermined) or a concrete value — by taking
whichever side is non-_L at each position, and failing if both sides are non-1 and disagree
at the same position; this is how the *-EQ rules below combine the independently-typed
contribution of each term into a single equation. Formally:

aY 1l :=a
1L Ya:=a
a' Y a :=Error
The index function gi(p; x) returns the 1-indexed position of parameter p within the sequence

x, or —1 if p does not occur in x; it is used to place a variable’s coefficient at the correct
position of a sparse vector or matrix. Formally, by recursion on x:

gi(p;z,q) :==gi(p; )
gi(p;z,p) :=len(z) + 1
gi(p;0) :==—1

Quadratic Equation

These four rules typecheck multiplication terms and equations where all variables live in Z,,.

(QE-LEFT)
X;Y;x;y;C+ p: Const[ZP] X;Y;x;y;CF q: Var, [ZP]
o , |yl
L ifj #gi(q;y) } || 2| |yl
a= o DS b={L}" = { L}
{p if j =gilg;y) J,_, t 1=
XY y;C o pxg: Mul [QE] ~~ a; by

Rule QE-LEFT handles a Z, constant p multiplied by an z-variable ¢: a is a sparse vector
with value p at ¢’s index, and b, v are all L.

(QE-RIGHT)
X;Y;z;y;CF p:Var, [ZP] X;Y;x;y|;|C|—q:Const[ZP]
L if j # gi(p; ) }
a={L}W b:{ L7 eI, — £ Vlalxlyl
t) q if j=gi(p;x) 1=t
X;Y;x;y;Ch, pxq: Mul[QE] ~ a;b;y

Jj=1
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Rule QE-RIGHT handles the symmetric case — a y-variable p times a Z, constant ¢ —
placing ¢ in the sparse vector b at p’s index.

(QE-BILINEAR)
X;Y;x;y;CFp:Var, [ZP]

X;Y;2;y;C = q: Var, [ZP] X;Y;x;y;CFr:Const[ZP]
e . . | %[yl

L it (5, k) # (gil(pi2), gi(;y))

= {1 = {1yl :{
o=t P =00 i (k) = (i) gilasy)

XY x;y;Ch, rxpxq: Mul[QE] ~ a;b;y

j=1,k=1

Rule QE-BILINEAR covers the scaled bilinear term r % p x ¢, where both p and ¢ are
variables and r is a Z, scalar: the coefficient r is placed at position (gi(p;x),gi(q;y)) in the
matrix 7.

(QE-Eq)
Vi, X;Y;x;y;CHm;:Mul[QE] ~ a;; by
X;Y;x;y;CHt:Const[ZP] a=Ya b=Yb Y=Y

X;Yi;2;y;C e Yo, m; =t : EQIQE] ~» a;b;y

Rule QE-EQ collects the individual term results using Y, which merges two |-or-value
sparse structures and fails if two non-L entries collide at the same index, ensuring every
position is determined by at most one term.

Multi Scalar in G1

These rules follow the same three-way split as the QE rules, but one factor now lives in Gy.

(MSE1-LEFT)
X;Y;x;y;CFp: Const[G1] X;Y;2;y;C = q: Var, [ZP]

[ L #gilgy). | _ [ x] — {1V IXIxlyl
a_{p if j =gi(a;y) }jzl b=1 1ot

X;Yiay;C b poq : Mul [MS1] ~» a3 b;y

Rule MSE1-LEFT handles a G; constant p multiplied by a Z, y-variable ¢, placing p in
the sparse vector a.

(MSE1-RIGHT)
X;Y;xz;y;CF p:Var[G1] X;Y;x;y;CF q: Const [ZP]

_ [l _ | L it #gi(p X)), }Xl XX
o=t ’ {q it j=gipX) [, L}

X;Yiay;C by pq : Mul [MS1] ~» a;b;y
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Rule MSE1-RIGHT handles a G; variable p multiplied by a Z, constant ¢, placing ¢ in b.

(MSE1-BILINEAR)
X;Y;xy;CHp:Var [G1] X;Y;2;y,C += q: Var, [ZP] X;Y;x;y;CF r: Const [ZP]
e . . X1yl
L if (4, k) # (gi(p; X), gi(q:9))
— ly] — |X| — J g1\p; 8143 Y)),
o= = = T GO R
XY y;C ok pkq: Mul [MS1] ~~ a; b;y

j=1k=1

Rule MSE1-BILINEAR covers the scaled term r % p x ¢ with p a (; variable and ¢ a
y-variable, recording the scalar r in ~.

(MSE1-EQ)
Vi, X;Y:x;y;CH m;:Mul[MS1] ~~ a;; b
X;Y;x;y;CHt:Const[G1] a=Ya; b=Yb; 7=

X;Y;x;y;C e >, my =t : EqQIMS1] ~> a;b;y

Rule MSE1-EQ accumulates all terms via Y and additionally checks that the equation’s
right-hand side t is a G; constant.

Multi Scalar in G2

These rules are symmetric to the G; case but with the group roles swapped: Gy elements
now sit on the y-side and are paired with Var, [ZP] scalars on the z-side.

(MSE2-LEFT)

X;Y;x;y;Ct+ p: Const[ZP] X;Y;x;y;:Ct q:Var[G2]
[Y]

1 lf% i<;Y)a T z|x|Y
=, Wlae) ), mwr -

X;Y;2;9;C by p g - Mul [MS2] ~> a;b;y

Jj=1

Rule MSE2-LEFT handles a Z, constant p multiplied by a Go variable ¢, placing p in a.

(MSE2-RIGHT)
X;Y;z;y;CF p:Var, [ZP] X;Y;x;y|;|C|—q:Const[G2]
Loifj #gi(pa), |©
= {1} b:{ U = { LI
) q ifj=gi(p;x) 1=t
X;Y;x,y;Ch, pxq: Mul[MS2] ~ a; b; vy

j=1
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Rule MSE2-RI1GHT handles a Var, [ZP] variable p multiplied by a G, constant ¢, placing
q in b.

(MSE2-BILINEAR)
X;Y;z;y;C = p:Var, [ZP]
XY, x;y,Ct q: Var [G2] X;Y;x;y;CFr:Const[ZP]
e , , |z x|Y]
L it (j, k) # (gi(p;x), 8i(a;Y))
a={L} b= {1} :{ S e
t ) ! ro it (5, k) = (gi(p; ), gi(q:Y))
XY y;Chpy rx pkq: Mul [MS2] ~~ a; b;

j=1,k=1

Rule MSE2-BILINEAR covers the scaled term r x p x ¢ with p a Var, [ZP] variable and ¢
a (G, variable, recording r in 7.

(MSE2-EqQ)
Vi, X;Y:;x;y;CHF m;:Mul[MS2] ~~ a;; b
X;Y;x;y;C Ft: Const [G2] a=Ya; b=Y0b Y=Y

X;Y;2;y;C e >, m; =t : EQIMS2] ~» a; by

Rule MSE2-EQ accumulates all terms and requires the right-hand side ¢ to be a G
constant.

Pairing Product Equation

These rules handle the full G; x Gy — Gy bilinear setting of pairing product equations.

(PPE-LEFT)
X;Y;x;y;CF p: Const[G1] X;Y;x;y;Ct q:Var[G2]
ey . |
L ifj #gi(q;Y), } x| 1X|x|Y]|
a = e . b={Ll ={l
{p if j =gi(g:Y) J,, ) v=1

X;Y;x;y;Ct,, p*q:Mul[PPE] ~ a;b;~y

Rule PPE-LEFT pairs a (G constant p with a G5 variable ¢, placing p in the sparse vector
a at ¢’s index.

(PPE-RIGHT)
X;Y;x;y;CF p:Var [G1] X;Y;x;y;CF q: Const [G2]
o . IX|
L ifj # gi(p X)
a= {1}V b:{ oSl = {1} XX
t) q if j =gi(p; X) 1=t
X;Y;x;y;Ct,, p*q:Mul[PPE] ~ a;b;~y

Jj=1
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Rule PPE-RIGHT pairs a G; variable p with a G, constant ¢, placing ¢ in b at p’s index.

(PPE-BILINEAR)
X;Y;zy;CFp:Var[Gl] X;Y;x;y;Ct q:Var[G2] X;Y;x;y;Ct r: Const [ZP]
o . . X|x|Y
im0V po g = LG # (e ) g (g Y)), |
ro it (5 k) = (gi(p; X), gi(g;Y))
XY y;Clpy rkpkq: Mul [PPE] ~~ a; b;y

j=1k=1

Rule PPE-BILINEAR covers the scaled bilinear term r % p * ¢ where both p € G; and
q € G4 are variables and r € Z, is a scalar, recording r in v at position (gi(p; X),gi(¢;Y)).

(PPE-EQ)
Vi, X;Y;x;y;CF m;: Mul[PPE] ~ a;;b;;;
X;Y;x;y;Ctt:Const[GT] a=Ya; b=Yb; 7=

X;Y;x;y;C e >, m; =t : EQ[PPE] ~~ a;b;y

Rule PPE-EQ accumulates all terms via Y and requires the right-hand side ¢ to be a G
constant.
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Chapter 5

Groth-Sahai Framework

In this chapter, we introduce the Groth-Sahai framework implementation, which is a general
framework for constructing non-interactive zero-knowledge proofs of knowledge (NIZKPoKs)
for a wide range of languages. The framework was introduced by Groth and Sahai in [17]
and has since been used to construct many efficient NIZKPoKs for various languages. The
framework is based on bilinear groups and the notion of witness indistinguishability, which
we define together with the Groth-Sahai proof system in Section 2.5.

5.1 Eye-ball correspondence

In this section, we are going to compare the code snippet from the framework.py file with
the corresponding algorithm in the paper document.

5.1.1 Setup Algorithm

from elements import (
Element,
ZpElement,
GlElement,
G2Element,
GTElement,

# pairing function L k
# as method on GlElement gk = (P, 61, (G2, Gr @, P1, [P2)) < Gsxon(1"),

ql,
92,

Setup:

Figure 5.1: Setup algorithm comparation.
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5.1.2 Soundness String Generation Algorithm

def new_sound(trapdoor=None):
if not trapdoor:
trapdoor = {'alphal': ZpElement.random(),
‘alpha2': ZpElement.random(),
'tl': ZpElement.random(),
't2': ZpElement.random()}

alphal - trapdoorl slphal] Soundness string: On input gk, return

alpha2 = trapdoor['alpha2'] . —

P meaptoorl o = (uy, ug, vy, v3) where uy = tju; and
t2 = trapdoor['t2']

u_1 = np.array([gl, alphal * gi]) vy = tov; for random ty,ts < Z,, .

v 1 = np.array([g2, alpha2 * g2])

u2=+t1l*ul

v2=1t2*vl

return CRS(u_1, u 2, v 1, v 2, trapdoor=trapdoor)

Figure 5.2: Soundness string algorithm comparation.

5.1.3 Witness-indistinguishability String Generation Algorithm

def new wi(trapdoor=None):
if not trapdoor:
trapdoor = {'alphal': ZpElement.random(),
‘alpha2': ZpElement.random(), . . . e . ey .
"t1': ZpElement.random(), Witness-indistinguishability string:

't2': ZpElement.random()} .
On input gk , return o := (uq, ug, vy, Va)

alphal = trapdoor['alphal']

alpha2 = trapdoor['alpha2'] h T — — N
tl = trapdoor['tl'] where 'U/Q tlul (O7P1) a d
t2 = trapdoor['t2'] _

u_1l = np.array([gl, alphal * gl1]) Uy = t2’U1 - (07 PQ) fOI' random
v 1 = np.array([g2, alpha2 * g2])

u2=tl*ul- np.array([GlElement.zero(), gl]) t17t2 — Zp .

v.2 =12 * v_1 - np.array([G2Element.zero(), g2])

return CRS(u_1, u 2, v 1, v_2, trapdoor=trapdoor)

Figure 5.3: Witness-indistinguishability algorithm comparation.
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5.1.4 Proof Algorithm

def proof(crs: CRS, eqs: equations, X, Y, X, y):

m = len(X)
m prime = len(x)
n = len(Y)

n _prime = len(y)

np.array([[ZpElement.random() for in range(2)] for in range(m)]) # shape (m, 2) of Zp
np.array([ZpElement.random() for in range(m prime)l) # shape (m,) of Zp

-
I

X.iota 1(crs) + R@crs.u if len(X) > 0 else NamedArray([])

rime = x.iota prime 1(crs) + r@crs.ul if len(x) > O else NamedArray([])
np.array([[ZpElement.random() for in range(2)] for in range(n)]) # shape (m, 2) of Zp
np.array([ZpElement.random() for in range(n prime)]) # shape (m,) of Zp

Y.iota 2(crs) + S@crs.v if len(Y) > 0 else NamedArray([])

_prime = y.iota prime 2(crs) + s@crs.vl if len(y) > 0 else NamedArray([])

nmunns n

Figure 5.4: Proof algorithm code (part 1).

—

On input gk, o, a set of equations and a witness X , Y,

— -

x, vy, do:
1. Commit to the group elements X € G7" and the scalars 7 € Zgll as
c:=u(@)+Ri, :=ux)+r'a

where R < Matxa(Z,) , 74 Z7" .

Commit to the group elements Ve G4 and the scalars i € ZZ/ as

Ci:z Lg(g) 4= SU, d = Lg(y) == ST'Ul

where S < Mat,xa(Z,) , §< ZZ/ )

Figure 5.5: Proof algorithm description (part 1).
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def proof(crs: CRS, egs: equations, X, Y, X, y):

pis = []
thetas = []
for eq in eqgs.ppe:
A = eq.a
B = eq.b
Gamma = np.array(eq.Gamma)
T = random_zp(2,2)
if len(X) == 0:
pi = np.array([[G2Element.zero(), G2Element.zero()], [G2Element.zero(), G2Element.zero()]])
theta = S.T @ np.array(list(map(crs.iota 1, A)))
elif len(Y) == 0:
pi = R.T @ np.array(list(map(crs.iota 2, B)))
theta = np.array([[GlElement.zero(), GlElement.zero()], [GlElement.zero(), GlElement.zero()]]1)
else:
pi = R.T @ np.array(list(map(crs.iota 2, B))) + R.T @ Gamma @ Y.iota 2(crs) + (R.T @ Gamma @ S - T.T) @ crs.v
theta = S.T @ np.array(list(map(crs.iota 1, A))) + S.T @ Gamma.T @ X.iota 1l(crs) + T @ crs.u

pis.append(UnamedArray(pi))
thetas.append(UnamedArray(theta))

Figure 5.6: Proof algorithm code (part 2).

2. For each pairing product equation (A - Y )(X - B)(X - T Y) = ty, the proof is
for random T ¢~ Matoya(Z,) :

7= R 13(B) + R'Tw(Y) + (RTTS —T)7

—,

0:=STu(A)+STT T, (X) +Ti .

For each linear equation ff)j ={rweuse T = 0 and 0 := STbl(f_f) . There is a bijective

correspondence between STA = py(6) and 6 = 11(STA). The proof can therefore be
communicated by sending ST A, which consists of two group elements in G;.

For each linear equation X - B = tr we use 7 :i= RTag(é) and 6 :=0. As above, the

proof can be communicated by sending the two group elements RTB in G,.

Figure 5.7: Proof algorithm description (part 2).
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def proof(crs: CRS, eqgs: equations, X, Y, X, y):

for eq in eqs.msl:

A = eq.A

b = eq.b

Gamma = eq.Gamma

T = random zp(1,2)

if len(X) == 0:
pi = np.array([[G2Element.zero(), G2Element.zero()1])
theta = S.T @ np.array(list(map(crs.iota 1, A)))

elif len(y) == 0:
pi = R.T @ np.array(list(map(crs.iota 2, B)))
theta = np.array([GlElement.zero(), GlElement.zero()])

else:
pi = R.T @ crs.iota prime 2(b) + R.T @ Gamma @ crs.iota prime 2(y) + (R.T @ Gamma @ s - T.T) @ crs.vl

theta = s.T @ crs.iota 1(A) + s.T @ Gamma.T @ crs.iota 1(X) + T @ crs.u
pis.append(UnamedArray(pi))
thetas.append(UnamedArray(theta))

Figure 5.8: Proof algorithm code (part 3).

3. For each multi-scalar multiplication equation ( A-Y+7 B+3' T Y = T)) in Gy,
the proof is for random T < Mat«2(Z,) :

7:=RT1y(B) + R'Twy(Y) + (RTTS —T")7

-,

0 := ST (A) +STTT 1 (X) +Tii .

For each linear equation @- Y = Ty the proof is #:=0 and § := ST4(@) . There is

a bijective correspondence between STa@ = pi(0) and § = 1,(STd@). The proof can
therefore be communicated by sending ST @, which consists of two field elements.

For each linear equation 7 - B = T} the proof is & := RTLQ(E) and 6 :=0. As above,

the proof can be communicated by sending the single group element RTB.

Figure 5.9: Proof algorithm (part 3).
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def proof(crs: CRS, egs: equations, X, Y, X, y):

for eq in eqs.ms2:
a =eq.a
B = eq.B
Gamma = eq.Gamma
T = random zp(2,1)
if len(x) == 0:
pi = np.array([G2Element.zero(), G2Element.zero()])
theta = S.T @ np.array(list(map(crs.iota 1, a)))
elif len(Y) == 0:
pi = r.T @ np.array(list(map(crs.iota 2, B)))
theta = np.array([[GlElement.zero(), GlElement.zero()]1])
pi = r.T * crs.iota 2(B) + r.T * Gamma * crs.iota 2(Y) + (r.T * Gamma * S - T.T) * crs.v
theta = S.T * crs.iota prime 1(a) + S.T * Gamma.T * crs.iota prime 1(x) + T * crs.ul
pis.append(UnamedArray(pi))
thetas.append(UnamedArray(theta))

Figure 5.10: Proof algorithm code (part 4).

—

4. For each multi-scalar multiplication equation a - ) +

8y
o]}
+
S
_'
=
<
I
o3
=
$

the proof is for random T < Matoyi(Z,) :

— —

7 =7 19(B) + 7 Tu(Y)+ (F TS —TT)7

For each linear equation @ - i = T3 the proof is 7 := 0 and g := ST1(@) . The proof
can therefore be communicated by sending S'a.

For each linear equation - B = Tj the proof is @ := 7 t5(B) and §:=0. As above,

the proof can be communicated by sending the single group element 7T B.

Figure 5.11: Proof algorithm (part 4).
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def proof(crs: CRS, eqs: equations, X, Y, x, y):

for eq in eqgs.qge:

a =eqg.a

b = eq.b

Gamma = np.array(eq.Gamma)

T = ZpElement.random()

if len(x) ==
pi = np.array([G2Element.zero(), G2Element.zero()])
theta = s.T @ np.array(list(map(crs.iota prime 1, a)))

elif len(y) ==
pi = r.T @ np.array(list(map(crs.iota prime 2, b)))
theta = np.array([GlElement.zero(), GlElement.zero()])

else:
pi = r.T @ crs.iota prime 2(b) + r.T @ Gamma @ crs.iota prime 2(y) + (r.T @ Gamma @ s - T) @ crs.vl
theta = s.T @ crs.iota prime 1(a) + s.T @ Gamma.T @ crs.iota prime 1(x) + T @ crs.ul

pis.append(UnamedArray(pi))
thetas.append(UnamedArray(theta))

return Proof(c, c_prime, d, d_prime, pis, thetas, None)

Figure 5.12: Proof algorithm code (part 5).

-
I' y =t in Z,, the proof is for

8

5. For each quadratic equation @ - v + 7 - b +
random T' < Zj, :

7= () + 7 Tea(§) + (FT TS — T)7
0= §TL1(6) = gTTTLl(l_") = Tu .

For each linear equation @- ¢ = t we use m:=0 and @ := 5"¢,(@). The proof can

therefore be communicated by sending 5" a.

— =,

For each linear equation 7 -b = t we use m:= 7 13(b). As above, the proof can be

communicated by sending the single field element 7T

Figure 5.13: Proof algorithm (part 5).

35



5.1.5 Verify Algorithm

def verify(crs: CRS, eqs: equations, c, c_prime, d, d_prime, pis, thetas):
for eq, pi, theta in zip(eqs, pis, thetas):
a = UnamedArray(eq.a)
b = UnamedArray(eq.b)
Gamma = UnamedArray(eq.Gamma)
t =eq.t

if eq.etype ==
lhs = (a.iota 1(crs)).b pair(d) * c.b pair(b.iota 2(crs)) * c.b pair(Gamma @ d)
rhs = crs.iota t(t) * crs.u.b pair(pi) * theta.b_pair(crs.v)
if not np.all(lhs == rhs): return False

elif eqg.etype ==
lhs = (a.iota 1(crs)).b pair(d prime) * c.b pair(b.iota prime 2(crs)) * c.b pair(Gamma @ d prime)
rhs = crs.iota t tilde(t) * crs.u.b pair(pi) * theta.b_pair(crs.v[0])
if not np.all(lhs == rhs): return False

elif eq.etype == 2:
lhs = (a.iota prime 1(crs)).b pair(d) * c prime.b pair(b.iota 2(crs)) * c_prime.b pair(Gamma @ d)
rhs = crs.iota t hat(t) * crs.u[0].b pair(pi) * theta.b pair(crs.v)
if not np.all(lhs == rhs): return False

elif eq.etype == 0:
lhs = (a.iota prime 1(crs)).b pair(d prime) * c prime.b pair(b.iota prime 2(crs)) * c_prime.b pair(Gamma @ d_prime)
rhs = crs.iota t prime(t) * crs.u[0].b pair(pi) * theta.b pair(crs.v[0])
if not np.all(lhs == rhs): return False

return True

Figure 5.14: Verify algorithm code.
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On input (gk, o), a set of equations and a proof ¢, J: d,d {x;, 0:}7];\;1, do:
1. For each pairing product equation

(A-Y)(X-B)(X -TY) =t

—

with proof (7, ), check that

—,

w(A)-d+d-wuB)+¢ Td = u(tr)+@-7+0-7.

2. For each multi-scalar equation

AY+Z B4+ZTY =T,
in G with proof (7, 5), check that

W(A) - d+c - 15(B)+¢ -Td = 1p(T) +@- 7+ F0,v1) .

3. For each multi-scalar equation

i-Y+7 B+Z'TY =Ty
in Gy with proof (7, 5), check that

w@) - d+¢ 1B+ -Td = vp(Te) + F(@,7)+6-7.

4. For each quadratic equation

Q- j+7-b+T Tyj=t

—

in Z, with proof (7,0), check that

=,

w(@) - d+d +w®) - d = )+ Fla,7) + F@,v) .

Figure 5.15: Verify algorithm description.

5.2 Python Decorator

In this section, we introduce a Python decorator that enables automatic extraction of Groth-
Sahai equations from Python functions. This decorator analyzes the function’s bytecode at
runtime to identify variables and constructs the appropriate Groth-Sahai equations based on

the function’s operations.
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The decorator looks for a special variable named GS_STRING which provides the framework
configuration. It then performs dynamic analysis of the function to extract variable names
of elements in the proof system.

For example, a function from BLS signature verification is decorated with @gsfy could
look like:

@gsfy
def verify(self, vk: G2Element, m: str, signature: GlElement) -> bool:
g2 = self.g2

lhs = signature.pair(g2)
rhs = GlElement.hash from string(m).pair(vk)
GS _STRING = """
variables:
signature: Gl
constants:
g2: G2
rhs: GT
equations:
signature * g2 = rhs

return lhs == rhs

Figure 5.16: BLS signature verification function decorated with @gsfy.

The decorator will analyze this function and extract variables and constants defined in
the function. It then constructs the appropriate Groth-Sahai proof system automatically.
This provides a convenient high-level interface for specifying equations while handling the
low-level details of the framework internally.

The decorator supports all equation types implemented in the framework. This allows
developers to write proof systems in a natural mathematical notation while the decorator
handles translation to the underlying Groth-Sahai framework.

5.3 Running the Framework

The framework is implemented in Python and can be run using the main script. The script
provides three main commands: prove, verify, and crs. Each command supports various
arguments to customize its behavior.
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5.3.1 Command-Line Interface
Environment Variables

The framework supports the following environment variables for default configurations:

e GS_INPUT: Default input file path (default: ”prove.gs”)

e GS_ DEFINITIONS: Default definitions file path (default: ”prove.json”)

e GS_OUTPUT: Default output file path (default: ”prove.py”)

e GS_PROOF_OUTPUT: Default proof output file path (default: ”verify.json”)
e GS_CRS: Default CRS file path (default: ”crs.json”)

e GS_CRS_TYPE: Default CRS type (default: "sound”)

Prove Command

The prove command generates proofs for the Groth-Sahai framework:

python -m gskit prove [-h] [-i INPUT] [-d DEFINITIONS] [-c CRS]
[-o OUTPUT] [-p PROOF_OUTPUT] [-f]

Arguments:

e -i, —-input: Input file in .gs format

e -d, ——definitions: Definitions file in JSON format
e —c, --crs: Common Reference String (CRS) file

e -0, ——output: Output Python file

e -p, ——proof-output: Proof output definitions file

e -f, —-—-forward: Enable forward mode to execute the proof

Verify Command

The verify command validates proofs:

python -m gskit verify [-h] [-i INPUT] [-d DEFINITIONS]
[-c CRS] [-o OUTPUT] [-f]
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Arguments:

e -i, —-input: Input file in .gs format

e -d, --definitions: Definitions file in JSON format

e —c, --crs: Common Reference String (CRS) file

e -0, ——output: Output Python file

e —-f, ——forward: Enable forward mode to execute the verification

CRS Generation Command

The crs command generates a new Common Reference String:
python -m gskit crs [-h] [-c CRS] [-t TYPE]

Arguments:

e —c, —-crs: Output file for the CRS

e -t, ——type: CRS type ("sound” or "wi”)
5.3.2 Compilation Process

The framework uses a compilation process to generate proofs and verifications as shown in
Figures 5.17 and 5.18. These graphs illustrate the transformation of the input files through
various stages of the framework.
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Inputs

" CRS File (.json)

" Groth-Sahai File (.gs)

" CRS File (json)

Y
¢ Proof Compiler

v

" Definitions File (.json)

Output

" Compiled Proof (.py)

Forward flag?

" Proof Definitions File (.json)

Figure 5.17: Proof compiler graph.

Inputs

" Groth-Sahai File (.gs)

- Proof Definitions File (.json)

Y
“¢ Verity Compiler

v

Quitput

‘ - Compiled Verify (.py)

Forward flag?

v True or
> False

Figure 5.18: Verify compiler graph.
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5.4 Evaluation

Time (ms)
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Figure 5.19: Performance varying number of equations
Proof Time and Verify Time vs Variable Quantity
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Figure 5.20: Performance varying number of variables
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To evaluate the performance of our Groth-Sahai framework implementation, we conducted
experiments measuring the execution time under varying conditions.

As shown in Figure 5.19, we analyzed how the framework’s performance scales with an
increasing number of equations while keeping the number of variables constant. This helps
us understand the computational overhead introduced by additional equations in the proof
system.

Additionally, Figure 5.20 demonstrates the impact of increasing the number of variables
while maintaining a fixed number of equations. This measurement is crucial as it reflects
how the system handles growing complexity in terms of witness size.

Both graphs exhibit a linear growth pattern, indicating that our implementation scales
efficiently with both the number of equations and variables. This linear scaling is particularly
important for practical applications, as it ensures predictable performance characteristics
when dealing with larger proof systems.
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Chapter 6

Study Cases

In this chapter, we present two case studies to evaluate our Groth-Sahai framework im-
plementation: the Boneh-Lynn-Shacham (BLS) signature scheme and the Attribute-Based
Signature with User-Controlled Linkability (ABS-UCL).

The BLS signature scheme is a simple yet powerful digital signature scheme that leverages
bilinear pairings. It provides short signatures and strong security guarantees. We use it as
our first case study to demonstrate how our framework can handle basic pairing product
equations and prove knowledge of valid signatures.

The ABS-UCL scheme represents a more complex application, combining attribute-based
signatures with user-controlled linkability. This advanced cryptographic primitive allows
users to sign messages based on their attributes while maintaining control over signature
linkability. We use it as our second case study to showcase how our framework can handle
more sophisticated proof statements involving multiple variables and equations.

Through these case studies, we aim to:

Demonstrate the framework’s ability to handle both simple and complex zero-knowledge
proofs

Evaluate the performance characteristics under different types of equations

Show how the Python decorator simplifies the creation of zero-knowledge proofs

Provide concrete examples of real-world applications

6.1 BLS

The Boneh-Lynn-Shacham (BLS) signature scheme [11] is a digital signature scheme that
leverages bilinear pairings to create short signatures while maintaining strong security prop-
erties. The scheme consists of three main algorithms:
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e Key Generation: Generates a secret key sk <— Z, and a verification key vk = sk - g,
where gs is a generator of Go

e Signing: Given a message m, computes 0 = sk - H(m) where H is a hash function
mapping messages to G; elements

e Verification: Checks if (0, g2) = e(H(m), vk) using the bilinear pairing e

As shown in Figure 5.16, our framework can automatically extract the verification equa-
tion and construct a zero-knowledge proof of signature knowledge. The proof allows a prover
to convince a verifier that they know a valid signature o satisfying the verification equation,
without revealing the actual signature.

The BLS example demonstrates how our framework handles pairing product equations
naturally. The @gsfy decorator extracts the verification equation from the Python code
and automatically constructs the appropriate Groth-Sahai proof system. This provides a
convenient high-level interface while handling the low-level cryptographic details internally.

6.2 ABS-UCL

In this section, we present the integration of ABS-UCL into our framework. ABS-UCL is the
most demanding of our case studies: a single signature requires proving, in zero knowledge,
a conjunction of statements drawn from several independent cryptographic sub-protocols.
We use it to evaluate whether the modular composition supported by GSKIT scales to a
realistic, multi-equation scheme, and we compare the resulting implementation against an
earlier version of the same scheme built directly on a low-level Groth-Sahai library.

6.2.1 Scheme Overview

ABS-UCL is a hybrid scheme that combines an attribute-based signature with user-controlled
linkability. It operates in two phases. In the attribute-authority phase, each authority
(AA) issues attribute secret keys to a user by signing the user’s public key together with an
attribute, using a re-randomizable structure-preserving signature (RPSPS). In the signing
phase, the user produces a signature over a message that proves, without revealing identity
or the specific attributes used, that: (i) the attributes they hold satisfy the access policy,
expressed as a monotone span program (MSP); (ii) a linking token (LIT) is correctly formed
under the user’s secret key and the chosen recipient, which is what enables controlled link-
ability; and (iii) a pseudo-attribute (PSDO), signed under an FBB signature, is present so
that the policy can always be satisfied through a distinguished branch. The verifier checks
the resulting Groth-Sahai proof, and the linking and identification procedures operate on the
linking token.

The scheme is therefore naturally decomposed into four sub-protocols—RPSPS, LIT, FBB
(PSDO), and MSP—each contributing its own set of Groth-Sahai equations to the overall
statement. This structure is precisely what motivates a modular treatment.
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6.2.2 Modular Construction

The defining feature of our integration is that each sub-protocol declares its own Groth-
Sahai verification logic once, as a declarative specification attached to its verification method
through the @gsfy decorator, and the top-level scheme merely composes these specifications
over a shared proof context (GSContext). When the user signs, ABSUCL.sign() walks the
attributes of the policy and, for each one, adds the corresponding sub-protocol equations to
the context through a single call, supplying the public values and witnesses; the framework
then compiles a single proof covering the whole conjunction. Both the proving code and the
verification code are generated from the same specification, so the prover’s and the verifier’s
view of every equation are guaranteed to coincide.

This contrasts sharply with the manual approach taken in the earlier implementation.
There, every Groth-Sahai equation is assembled by hand inside the signing routine, using
explicit equation objects (QEquation, MS1Equation, PPEquation) and pairing-map objects
(AMapLeft, AMapRight, AMapBoth), and then the same block of equations is assembled again,
almost identically, inside the verification routine. Figures 6.1 and 6.2 show the same RPSPS
attribute verification expressed both ways.

# —--- inside sign(), repeated for each attribute a ---

S_amapl = AMapBoth(variables[f"S_{a}"], variables[f"z_{a}"])

S_amap2 = AMaplLeft(variables[f"Ssmile_{a}"], Constant(ZpElement.init(-1)))
S_eq

R_amapl = AMapRight(Constant(sk_ida[a][0]), variables[f"z_{a}"])
R_amap2 = AMapLeft(variables[f"Rsmile_{a}"], Constant(ZpElement.init(-1)))

MS1Equation(f"S_{a}", [S_amapl, S_amap2], Constant(GlElement.zero()))

R_eq = MS1Equation(f"R_{a}", [R_amapl, R_amap2], Constant(GlElement.zero()))

V_amapl = AMapBoth(variables[f"Rsmile_{a}"], variables["Ftilda"])
V_amap2 = AMapLeft(variables[f"Rsmile_{al}"], Constant(self.vk_attrs([a][0]))

V_amap3 = AMapLeft(variables[f"Rsmile_{al}"], Constant(attr * self.vk_attrs([a][1]))

V_amap4 = AMapLeft(variables[f"Ssmile_{a}"], Constant(“self.vk_attrs[al][2]))

V_eq = PPEquation(f"V_{al}", [V_amapl, V_amap2, V_amap3, V_amap4],
Constant (GTElement.zero()))
# ... this whole block is duplicated verbatim inside verify()

Figure 6.1: Manual construction (earlier implementation): the RPSPS attribute verification
built by hand with explicit equation and pairing-map objects. The identical block is written
a second time in the verification routine.
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@gsfy(witness=[’z’, ’S’, ’S_tilde’, ’R_tilde’])
def z_is_zero_or_verify_absucl(self, vk, Ftilda, R, signature_S, z, attr):
GS_STRING = """
variables:
z: ZP
S: G1
S_tilde: G1
R_tilde: G1
constants:
R: G1
Z_minus_one: ZP
Ftilda: G2
X: G2
attr_Y: G2
Z_neg: G2
equations:
z * S + z_minus_one * S_tilde = gl_zero
z * R + z_minus_one * R_tilde = gl_zero
S_tilde * Z_neg + R_tilde * Ftilda + R_tilde * X
+ R_tilde * attr_Y = gt_zero

Figure 6.2: Modular construction (GSKIT): the same three equations declared once inside
the RPSPS sub-protocol. The @gsfy decorator compiles both proving and verification code
from this single specification.

In the modular version, ABSUCL.sign() no longer constructs these equations at all; it
composes the sub-protocol specification into the shared context with a single call per at-
tribute, as shown below, and the verification path is generated automatically from the same
source.

self .psps.z_is_zero_or_verify_absucl.gs_add(
ctx, self.psps, vk=self.vk_attrs[a], Ftilda=Ftilda,
R=R, signature_S=S, z=z, attr=attr_zp, aliases={...})

6.2.3 Code Comparison

We quantify the difference between the two implementations along two axes. Table 6.1
reports the total developer-written lines of code (excluding blank lines and comments) for
the scheme and its sub-protocols. Notably, the modular implementation is not smaller by
this raw measure: in the manual version the Groth-Sahai equations live almost entirely inside
absucl, while the sub-protocols are plain cryptographic code; in the modular version each
sub-protocol additionally carries its own Groth-Sahai specification, which redistributes—and
slightly increases—the total line count.
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Module (developer-written) Manual Modular

absucl (orchestration) 297 236
rpsps 43 95
lit 21 67
msp 34 75
ds (FBB) 25 67
Total (lines of code) 420 540

Table 6.1: Total developer-written lines of code (blank lines and comments excluded).

The raw line count, however, is the wrong measure of the cost the framework is designed
to reduce. The relevant quantity is the amount of Groth-Sahai equation-construction code
the developer must write and maintain, and how many times each equation is expressed.
Table 6.2 isolates this. In the manual implementation, the equation construction occupies 85
lines in the signing routine and a near-identical 84 lines in the verification routine—169 lines
in total, roughly half of which are pure duplication—and involves the hand-construction of
60 low-level equation and pairing-map objects. In the modular implementation, the same
statement is expressed as 8 declarative equations, written once across the sub-protocols, with
the verification code generated automatically.

Metric Manual Modular
Equation-construction lines in sign() 85 8 declarative egs.
Equation-construction lines in verify () 84 0 (auto-generated)
Hand-written Equation/AMap objects 60 0

Times each equation is described 2 1

Table 6.2: Groth-Sahai equation-construction effort. The manual approach expresses every
equation twice—once for proving and once for verification—whereas the modular approach
derives both from a single declarative source.

6.2.4 Summary

The ABS-UCL case study shows that GSKIT scales to a non-trivial scheme composed of
several interacting sub-protocols. The decisive result is not a reduction in total lines of
code—by that measure the modular version is in fact slightly larger—but the elimination
of the duplicated, manually maintained equation code that characterizes the direct use of a
low-level Groth-Sahai library. The modular implementation replaces 169 lines of imperative
equation construction, expressed twice and built from 60 explicit equation and pairing-map
objects, with a single declarative description of each sub-protocol’s verification, from which
both the proving and verification code are generated. This relocation of the equations into
one authoritative source is what lowers the error surface of the implementation, since the
prover’s and the verifier’'s view of the statement can no longer drift apart, and it is the
property that makes a scheme of this complexity practical to build and maintain. These
observations directly support the contribution claimed in this thesis and are revisited in the
concluding chapter.
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Chapter 7

Conclusions

This thesis set out to address a concrete obstacle to the wider adoption of Groth-Sahai
proofs: their construction is manual, low-level, and tightly coupled to the underlying pair-
ing primitives, which makes implementations verbose and error-prone. We proposed that a
Domain-Specific Language tailored to Groth-Sahai proofs, together with a supporting frame-
work, could abstract these details and let developers express proofs declaratively without
sacrificing correctness. The work presented in the preceding chapters supports this hypoth-
esis.

We developed GSKIT, a DSL embedded in Python together with a framework that com-
piles high-level proof specifications into executable proof-generation and verification code.
The DSL lets a developer declare the variables, constants, and equations of a proof, while
the framework handles commitments, pairing operations, and the construction of the proof
elements. Through a structured grammar and type checking, specifications are validated as
well-formed before any proof is built, moving a class of errors from runtime to specification
time.

We evaluated the framework on two case studies of increasing complexity. The BLS
signature scheme served to show that a single pairing-product equation can be extracted
directly from a verification routine and turned into a zero-knowledge proof of signature
knowledge with minimal developer effort. The ABS-UCL scheme—attribute-based signa-
tures with user-controlled linkability—exercised the framework on a realistic, multi-equation
statement combining an MSP policy, a linking token, randomized attribute signatures, and
a pseudo-attribute, composed from several independent sub-protocols.

The ABS-UCL case study is the central evidence for our claims, because it let us compare
the modular GSKIT implementation against an earlier, manual implementation of the same
scheme built directly on a low-level Groth-Sahai library. The comparison is qualitative as
well as quantitative. In the manual implementation, every Groth-Sahai equation is assembled
by hand inside the signing routine and then assembled again, almost identically, inside the
verification routine—roughly two hundred lines of equation-construction code in which the
same relationships are expressed twice, using explicit equation and pairing-map objects.
This duplication is precisely where mistakes are easy to introduce and hard to detect, since a
discrepancy between the prover’s and the verifier’s view of an equation does not necessarily
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surface as an obvious failure.

The modular GSKIT implementation removes this duplication. Each sub-protocol de-
clares its Groth-Sahai verification logic once, as a declarative specification attached to its
verification method, and the top-level scheme merely composes these specifications over a
shared proof context. The prover and verifier code are derived from the same single source,
so the two can no longer drift apart. Beyond the raw reduction in hand-written equation
code, this is the more meaningful result: the framework relocates the equations from imper-
ative, duplicated boilerplate into a single declarative description, which is the property that
actually lowers the risk of error and the cost of maintenance.

These results confirm the hypothesis that a high-level DSL can lower the barrier to con-
structing Groth-Sahai proofs. By raising the level of abstraction from individual equation
and pairing-map objects to declarative proof specifications, GSKIT makes it feasible to ex-
press and maintain a non-trivial scheme such as ABS-UCL with substantially less code and
a single, authoritative description of each proof statement.

7.1 Future Work

Several directions remain open for future work. The DSL currently targets the four standard
Groth-Sahai equation types; extending it toward batch verification and proof-size optimiza-
tions would further increase its practical value. Broadening the library of worked examples
beyond BLS and ABS-UCL would help characterize the expressiveness of the language across
a wider range of pairing-based protocols, and would provide additional reference implemen-
tations for developers adopting the framework. Finally, integrating GSKIT into a complete
privacy-preserving application—such as the anonymous attribute-based forum that moti-
vated this work—would demonstrate its value end to end, from high-level specification to a
deployed system.

In summary, this work shows that a declarative DSL and accompanying framework can
express Groth-Sahai proofs—including a non-trivial, multi-equation scheme such as ABS-
UCL—at a substantially higher level of abstraction than direct use of a low-level proof library,
eliminating the duplicated, manually maintained equation code that characterizes existing
implementations and thereby reducing both the effort and the error surface of building these
proofs.
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